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“The Byron Review has called on Ofsted to take various steps to hold schools to account for their performance in e-safety.” [Becta – Safeguarding Children][1]

“Institutions must be confident that all resources in their ICT environment are protected from misuse… For this to be true it is necessary to have a security management process that will ensure users are protected and the ICT environment and the data stored on it are as secure as possible.” [Becta – Technical Principals] [2]
Edgecliff is committed to fully complying with Becta guidelines and new Safeguarding Children Policies in order to protect Children, Staff and the School from any negative effects of ICT use.
To fully comply with updated Becta guidelines and new Safeguarding Children policies Edgecliff will be issuing the below policy to all staff.   This new Staff e-Safety Policy includes important policy points and procedures that cover all staff network, internet, data and laptop use.   For a fuller explanation of the rationale behind this policy we would like to draw your attention to some specific pages on the Becta website.  Details of which are at the end of this policy.
Every effort will be made to ensure the policy is kept up to date to meet the changing technologies staff face.  If however you have a query that is not covered in this policy please consult with Richard Hale.

The Internet and School Network
Staff should be aware that all Internet access, of all kinds, from within the School building is subject to automatic monitoring and filtering.  The IT Team will not however actively monitor your Internet usage unless the system automatically detects anything extreme or illegal.

· You are responsible for your behaviour and actions when accessing the Internet at school, whether on your own or school equipment, and when using school ICT equipment at other locations such as your home.

· Any use of school ICT systems will be for professional purposes as agreed by the school senior management team.

· Usernames, passwords and other logon details should be kept secure and not revealed to anyone else. Care should be taken to ensure you logout when not actively using the ICT systems. You should not allow an unauthorised person to access the school ICT systems, e.g by logging in for them.

Beginning July 2010 the IT Team will be updating the Internet browser on your laptop.  This will affect your Internet use when at home.  To protect your privacy and to protect the School network from malicious software all of your Internet browsing when away from School will be conducted in a “temporary” environment.  That means that every time you close your Internet browser when at home it will remove all trace of your Internet history and any associated temporary files.  This will ensure that Edgecliff does not facilitate any movement of your personal information from outside of School to the School network.
Personal Information

· You will not give out your personal details, or the personal details of other users, to pupils or parents or on the Internet. In particular you should ensure your home address, personal telephone numbers and email accounts are not shared with children, young people or parents.

· You should ensure that any personal or sensitive information you use or access (e.g. SIMS data, assessment data) is kept secure and used appropriately.

· Personal or sensitive information should only be taken off-site if agreed with the Headteacher, and steps should be taken to ensure such data is secure.

· You should respect intellectual property and ownership of online resources you use in your professional context, and acknowledge such sources if used.

Email

All staff have a school Email address, ending @edgecliff.co.uk – if you do not have an address or need further instruction please see a member of the IT Team.  
· It is School policy that all Email communication between the School, staff and students be conducted via this email address.   
· The IT Team does not have the ability to monitor your Email, but we can if required to do so, reset your password and access your Email in extreme circumstances.
Social Networking and Chat

· It is School policy that no member of staff should be “friends” with, or give access to their social network profile, to students on any of the online social networks.  
· Current students, including Sixth Form students must not be added to any social network profile for the duration of the time they are students at Edgecliff.
· If staff are in a position where past pupils have access to, or request access to their social network profile they should take all reasonable measures to ensure that their profile does not put themselves or Edgecliff at risk.

· Staff should pay particular attention to past students who may have siblings who remain current students at Edgecliff.

· It is now School policy that no mention of your employment status or employer should be listed on any of the online social networks.
· All communication with students that occurs online should be via your @edgecliff.co.uk Email address or via the School Learning Platform. 
Laptop Use
Edgecliff is pleased to provide staff with a laptop to support their role within School.  Whilst these laptops have been handed to you and are yours to use daily, they remain the property of Edgecliff.  For this reason and to continue our compliance with updated national e-Safety guidelines we must, with immediate effect issue the below Laptop Acceptable Use Policy.
Beginning July 2010 all new staff will sign the new Acceptable Use Policy and by 31st July 2010 all existing staff must sign and agree to the revised Acceptable Use Policy.

All existing ICT Policies within School, for example our guidance on Internet and Social Networking use applies to laptop use when in and out of School.
Physical care: 
·  You are expected to keep safe and protect your School laptop from damage and physical misuse.  
· It should be transported in a protective carry case at all times.  
· When travelling by car the laptop should always be placed in the boot, never the passenger seat.
· When at home the laptop should remain in its case when not in use.  
· You should take care to not use the laptop around liquids or pets.  
The School expects laptops to be returned to them in a clean, undamaged state.  Edgecliff and the IT Team reserve the right to recall laptops for inspection and to end your use of the laptop if it is deemed to be damaged through inadequate care. 

Non staff use: 
· Any laptop given to you whilst employed at Edgecliff is the property of Edgecliff and it is intended to solely support your employment here.  
· It is unacceptable for School laptops to be used by family members.  

· Laptops must not be loaned to partners or children.  
· If you allow a student to use your laptop within School they must use the account “Student” which the IT Team will have setup on your laptop for you.

If upon inspection by the IT Team there is clear evidence that a School laptop is being used by family members or children, the laptop will be immediately removed from your use and the Headteacher will be notified.  

The implications on the work load for the IT Team in the continued support of laptops that are damaged or not working due to misuse or use by family members can no longer be accepted or supported.

Personal use:  
From the 31st July 2010 it is School policy that no personal data of any kind should be stored locally on a laptop provided by Edgecliff.  This covers personal documents, media files including music, photos and games.  This is an essential requirement of the new Becta guidelines and revised Safeguarding Children requirements with which Edgecliff wishes to conform to fully.
The Data Protection Act 1998 requires all organisations to secure any personal data they hold - this covers data held both electronically and on paper. The security of this information is everyone's responsibility and needs to be embedded into culture and ways of working.  [2]

Data storage: 
From the 31st July 2010 it is School policy that no personal documents should be stored on your School laptop. 

The school currently issues small (4GB and 8GB) memory sticks for backup and data storage of all School related documents.  These will continue to be offered through the IT Team, chargeable to the relevant subject account.

· Any memory stick remains the property of Edgecliff for the duration of your employment and you are expected to return it to the IT Team in the last week of your employment at School

· For storage of personal documents, photos and music we suggest that Staff purchase for themselves either a large capacity memory stick or small portable hard drive.  Both items are readily available online or from larger supermarkets. 
If upon inspection a School laptop shows clear evidence of storage of personal documents or media or games the Headteacher will be notified.

Data recovery: 
From the 31st July 2010 it is School policy that no personal documents should be stored on your School laptop.  
Therefore the IT Team will no longer be able to provide data recovery or back up of personal documents.  If you believe you have lost or deleted music or photos from your laptop and do not have adequate backups the School will no longer be supporting the IT Team in recovering these files for you.

If you lose or delete School related documents the IT Team will continue to make every effort to recover them for you, but you will remain ultimately responsible for taking adequate backups.  

Backups: 
The IT Team will issue staff with documentation on how to setup an online backup solution for their documents that will work at School and at home.  This will be a free service and will provide storage of 2GB.

Memory sticks remain a good first option for backing up your files.  But a second backup device such as an inexpensive external hard drive or a backup memory stick is an even safer option.

Photography of Students

From the September intake of 2009 all students and their parent/carer have signed to indicate their preference for how images of their student can be used.  However, it is School policy that before any photographs are used that may appear outside of the School building, that our records be checked to ensure we are complying with the parent/carers wishes.  The Office Manager will maintain a record of which students should be excluded from publication.

If you have taken photographs or video of students you must ensure that they are stored securely in the two locations defined below.  It is critical that these images are stored in accordance with the Data Protection Act in addition to the consent we have sought separately from parents / carers.

On the admin network images are to be stored here:

S:\Pictures\Pictures – Pupils
On the curriculum network images are to be stored here:

RMStaff\IMAGES OF STUDENTS\
If you are to allow access to students of these images you should put a temporary copy on a shared network drive which has student access for the duration of that lesson only.  At the conclusion of that lesson all images should be removed and remain only accessible from the above directory.

For more information on School policy regarding photography please consult the full, separate Photography and Imaging Policy.
Referrals

In the event of breaches of this Acceptable Use Policy being reported to the Headteacher, the Headteacher could decide to withdraw the use of a School laptop from a member of staff.
The IT Team

The IT Team within Edgecliff are available for consultation on any of the above points.  If you have any concerns regarding the safe and proper use of information technology please do discuss them with the IT Team.  If the IT Team are not available or you wish to speak to a third party for IT support then you may contact Staffordshire Learning Technologies.  Edgecliff currently has a support contract with SLT which all staff are eligible to make use of.  They can be contacted on 01889 256290
Becta Reference Pages

What is an e-Safety Policy:

http://schools.becta.org.uk/index.php?section=is&catcode=ss_to_es_pp_aup_03&rid=11087
[1] Becta Safeguarding Children Download http://publications.becta.org.uk/display.cfm?resID=39409
[2] Becta Technical Principals http://collaboration.becta.org.uk/thread/1838
Staff Signature

I have read, understood and agree to follow this Staff Acceptable Use Policy and to support the safe use of ICT throughout the School. 

Staff Print Name 
Staff Signature 
Date 
Please return this completed page to Richard Hale.  The remaining pages may be kept by you for reference.
Staff e-Safety and ICT Acceptable Use Policy
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